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Confiance …

• Confiance basée sur la cryptographie,

• Protocoles (cryptographiques) prouvés,

• Langages corrects, bridés, avec des balises 
d’alerte, pour décrire les contrats. 
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Public ledger et blockchain
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Blockchain pour bitcoin

5



Introduction

• In 2001, the Bank of Japan published a very
interesting report about timestamping and 
trusted third-party.

• Analysis and conclusions were oriented
towards distributed systems

• For sure the author(s) read it. 
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Timestamping

• A trusted digital timestamp gives you strong 
“legal” evidence that the contents of your 
work existed at a point-in-time and have not 
changed since that time. The procedures 
maintain complete privacy of your documents 
themselves.
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Timestamping

• Stuart Haber with Stornetta, 1990,

• surety.com, still exists,

• No success,

• why?

• starlab (interstrust): in 2000,
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Timestamping authority: TSA

• Need of trust,

• Centralized,

• Isolated timestamp: no chaining,

• Other solutions?
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Timestamping and notarisation

• This report of 2001 compares 7 systems, 
including mine, TIMESEC

• identifies 3 schemes:

– Simple,

– Chained,

– Distributed.
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Who are these authors?

• Une, Masashi, and Tsutomu Matsumoto,

• The « author » of bitcoin is: 

– Satoshi Nakamoto,
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Who are these authors?

• Une, Masashi, and Tsutomu Matsumoto,

• The author of bitcoin is: 
– Satoshi Nakamoto,

• Curious coincidence !

• Better, Satoshi is a reference:
– Takura, Akira, Satoshi Ono and Shozo Naito
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Who is Masashi Une?

• Majored in experimental economy! 

• research subjects: cryptography linked to 
financial services,

• Related to cryptographic systems of distributed
chaining and trusted!
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Bitcoin: paper
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references: 
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references and tools: 

Timestamping

Proof of work
Merkle
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Bitcoin: software

• The cryptographic primitives were OK for the 
year 2009 (publication),

• The paper gives remarks about possible 
evolution of cryptographic security, and many
events were happening till today, 

• See at the end of this talk …
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Basic concepts

• Timestamping,
• Trusted third-party,

• Fonction de hachage, 
• Block,
• Chain,
• Merkle tree,
• Digital signature,
• Public verification of signature,

• Distributed trusted third-party,
• Anonymity, tracability,
• Proof of work.
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http://eprint.iacr.org/2016/167
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Cryptographic breakages
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NSA and NIST (the future of crypto)
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secp256k1

SHA-256
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Smart contracts

• Ethereum (DAO),

• Be careful.
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A nous de jouer !

• Nous pouvons vous aider …
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